
WHITE PAPER DIPLOMA SECURITY
HOW CAN YOU BEST SECURE DIPLOMAS?



In an era when reliability of information is immensely 

important, it is essential for educational institutions to ensure 

the authenticity of diplomas and certificates. 

Digital registries store results that professionals can access  

and whose printed results can be transferred as proof of 

proficiency. 

These documents demonstrate the skills of graduating 

professionals and play a key role in the reputation of educational 

institutions. Because they have so much value, it is crucial  

to make them secure and tamper-proof.

Securing diplomas and certificates properly against forgery and 

unauthorized use requires various measures and technologies. 

This white paper provides a clear overview of important security 

features. In doing so, it introduces Diploma Support, a diploma 

service that brings together all security measures into one 

complete secure process. From printing and personalization 

to designing and ordering diplomas and certificates. Indeed, 

many people do not realize that the security of the diploma 

process is only truly effective when the complete chain is 

secured.

The security of diplomas



Integrity of education: Diplomas serve as proof of qualifications 

and knowledge obtained. When diplomas can be easily falsified, 

it undermines confidence in the entire educational system.

Protection of individuals: A falsified diploma can lead to 

unjustified assignment of positions, which can disadvantage 

both the person in question and the employer.

Protection of society: In certain professions, such as health care, 

diplomas and certificates of mandatory continuing education, 

are a requirement to perform the job. A falsified diploma can 

then pose a threat to the safety of others.

Economic impact: Diplomas play a major role in the job 

application process. If forgeries become widespread, it could 

harm the quality of the job market and negatively impact the 

economy.

Why is the security of diplomas important?



How can you secure degrees?

Securing diplomas is a complex process that requires smart 

measures and technology to prevent forgery, misuse and 

unauthorized access. In doing so, both the authenticity of the 

document and the genuineness of the information must be 

ascertainable. Several elements are available for this purpose, 

which combined have an even stronger effect.

To establish authenticity, 3 levels of control are needed:

1.	 Determination without the use of tools

2.	 Determination using a simple device, such as a magnifying 

glass or UV lamp

3.	 Determination with the use of special knowledge or 

devices



A combination should consist of all three levels. 

Some effective methods used in this combination include:

	Q Watermarks: A subtle, often transparent image 

embedded in the paper and visible only when held up to 

the light. This makes it difficult to copy a diploma without 

being immediately noticeable. (level 1)

	Q Microprint: Very small print or images that are visible 

only under a magnifying glass. (level 2) 
	Q Unique serial numbers: Each diploma is given a unique 

number that can be checked in different databases. (level 

3, database of issued numbers)

	Q Special paper: Often hard-to-find papers with special 

characteristics, such as fluorescent fibres, are used. (levels 2 

and 3, composition of paper is known only to the supplier)



And consider further:

	Q Digital verification: More and more diplomas are digitally 

registered and can be verified online.

	Q Strict issuance procedures: There should be clear rules 

for requesting, manufacturing and issuing diplomas.

	Q Hidden images in applied “variable” data.

	Q Chemical sensitivity of paper, ink and toner.

While such security options help, forged diplomas remain 

a problem. Forgery technology is becoming increasingly 

sophisticated, and the Internet makes it easy to buy and sell 

forged diplomas. That is why Diploma Support was developed. 

Diploma Support is there to offer the entire diploma process 

secured at every level.



Diploma Support: 100% secure diploma process

Diploma Support ensures complete security in every step of 

the diploma issuance process. 

Diploma Support is an all-in-one platform for formatting, 

ordering, producing and delivering diplomas for educational 

institutions. It integrates all security measures into a 100% 

tamper-proof process for creating personalized diplomas, 

grade sheets and related supplements.

Each document is equipped with the most advanced security 

technologies. Production, storage, personalization and signing 

take place within the highly secure walls of Royal Joh. Enschedé. 

Walls that are certified to also produce stamps, passports and 

certificates. Applying the variable data, personalization, takes 

place on professional devices that can apply specific security 

features. These include UV toner, microtext and scan/copy 

security. 

The pre-printed documents and certificate papers remain in 

the safe of Royal Joh. Enschedé and thus cannot accidentally 

end up in the wrong, unsecured place.

In cooperation with educational institutions, the specific 

requirements and wishes for diploma issuing are thoroughly 

analysed, and the risks of the current process are mapped out. 

The entire process - from request and order to production, 

logistics and issuance - is carefully secured and optimized.

Diploma Support is audited annually for these strict security 

measures based on the ISO 14298 and ISO 27001 standards.



1.	 Documents

2.	 Design

3.	 Personalization

4.	 Order process

5.	 Printing

6.	 Shipping

Security by Diploma Support
 In this white paper, we go over the security domains of

Diploma Support in detail with you:

 

Quickly discover the first security area...



 

DOCUMENTS1



Security in documents

When developing a new diploma document, Diploma Support 

works closely with the educational institution to provide the 

document with the latest and most advanced security features. 

A high-security document consists of a clever mix of different 

security layers that complement each other and are easy to 

explain and verify:

	Q Level 1 - The naked eye: This layer contains features that 

are immediately visible without special tools, such as 

prominent graphics or text.

	Q Level 2 - Simple control tools: Features that can be 

checked with basic tools, such as a UV lamp or magnifying 

glass.

	Q Level 3 - Expert checking: Advanced security features 

that can only be checked by specialists with advanced 

techniques.



For example, consider a combination of the following elements:

	Q Combined (rare) materials: Special papers and materials 

that are hard to come by. 

	Q Watermark: Subtle, embedded images that become 

visible in backlight.

	Q UV fibres: Both visible and invisible fibres that light up 

under UV light.

	Q Security thread: Embedded holographic thread that are 

visible only under special conditions.

	Q Chemical resistance: Visible reaction when in contact 

with polar solvents, acid, alkali and bleaching agents.

	Q UV maturity: Properties that make the document less 

vulnerable to UV radiation and allow no reflection.

	Q Gravure print: A printing technique in which ink is applied 

in the deeper areas of a printing plate to create a raised, 

tactile impression on the paper. Royal Joh. Enschedé is the 

only Dutch printer in this field with the Interpol-registered 

printing press.



 

2 DESIGN



Security in design

When designing a secure diploma document, several 

advanced security options can be applied. These measures 

ensure the protection of diplomas, while giving each document 

a professional and attractive appearance.

The main visual security options:

	Q Guilloches technique: This technique involves detailed, 

decorative patterns that are difficult to recreate. The 

complexity of these patterns not only adds to the 

aesthetics of the document, but also enhances security 

by creating visual elements that emphasize authenticity.

	Q Unique elements (Big Five): Five exclusive security 

elements specific to the design of the document. These 

elements cannot be reproduced by other parties, giving 

each diploma a unique identity that increases security 

and makes forgery more difficult.

	Q Individual colors: These colors are specially designed not 

to be separable by color filters. This prevents unauthorized 

copies from being made.

	Q Microtext: This is text printed in extremely small print 

that is not readable by the naked eye. Microtext is subtly 

integrated into the design and serves as an unobtrusive 

but effective security element to confirm the authenticity 

of the document.

	Q Anti-copy structure: This structure ensures that when 

attempts are made to copy the document, visible 

anomalies occur. This makes it easy to detect forgeries 

and contributes to the overall security of the diploma 

document



 

PERSONALIZATION3



Security in personalization

When personalizing diploma documents, these are important 

personalization measures:

	Q Various fonts: Use of different fonts for important 

information. This variety helps visually distinguish data 

and adds an extra layer of security by using unique 

typographic styles.

	Q Microtext: Personalize extremely small text per 

document.

	Q Repeating information: Mention of important data in 

multiple places, such as a photo also incorporated into 

holographic elements. This adds an extra layer of security 

and makes forgery more difficult.

	Q Digital encoding: Encoding of information in digital 

codes such as QR codes or matrix codes. These codes 

can be scanned to verify the authenticity of the document 

and provide a reliable way to verify data.

	Q Digital signatures: Adding digital signatures for 

additional security and authentication. Diploma Support’s 

digital signature process has been approved by the Dutch 

Ministry of OCW and DUO. The process is more stringently 

secured than traditional signing. Moreover, it saves a lot of 

work not having to sign every single signature! 

	Q Customization per faculty: The formatting and 

personalization of diplomas may be different for each 

faculty and for each program within a faculty.

	Q Content management: Each document has its own 

information. Content management can be fully managed 

by Diploma Support. The content is fully compliant with 

ISO 14298 and ISO 27001 standards guarded against 

improper access and use.



 

ORDER PROCESS4



Security in the order process

When ordering diplomas, an advanced secure ordering 

platform guarantees that each step is performed with precision:

	Q Availability of templates: Templates for diplomas and 

related documents are available on the order platform. 

Employees with access can easily select the desired 

diplomas and other documents from the available 

offerings.

	Q Automatic data linking: When placing an order, the 

platform automatically links all required student data, such 

as name, education, grades and signatures of authorized 

board members. This ensures that each document is 

accurate and complete without manual input.

	Q Customized documents: The platform automatically 

generates a customized file for each graduate student, 

program and faculty. All documents are personalized and 

prepared according to the given specifications.

	Q PDF for approval: After preparing the documents, a 

combined PDF is created that contains all the individual 

documents. This PDF is sent to the authorized staff for 

approval. They check the documents for accuracy and 

completeness before the final version is released.

	Q Secure ordering: The ordering of documents can only 

be performed by authorized persons through the secure 

platform. This measure prevents unauthorized access and 

changes, and ensures that only authorized employees are 

involved in the ordering process.



 

PRINTING5



Security in printing

When printing the value documents, this is the secure approach:

	Q Pre-prints from vault: The number of blank documents 

pre-printed with all security features, in short preprints, is 

carefully measured per order and taken from Royal Joh. 

Enschedé’s secure vault. This strict control guarantees that 

only the required documents are used.

	Q Digital print production: The documents go to digital 

print production. Using inkjet and laser, the documents 

are provided with all personal student data.

	Q Combination of printing techniques: Several printing 

techniques are combined to provide documents with a 

unique and complex security layer.

	 These techniques include:

	{ Litho (offset): A traditional technique that ensures 

high quality and durability.

	{ Letterpress: Another distinctive printing technique. 

The bead edge around the printed image is a typical 

feature that is easy to control.

	{ Screen printing: For applying special ink layers and 

effects.

	{ Intaglio printing): This technique creates intaglio 

prints and raised textures.

	{ Rainbow printing: A smooth gradient of colors within 

a single image.

	{ UV fluorescence: Uses both visible ink and invisible 

varnish to create additional security layers visible only 

under UV light.

	{ Special security ink: Ink with unique properties that 

help prevent forgery.

	{ Embossment: Provides raised imprints that offer both 

aesthetic value and added security.

	{ Optically variable ink: Ink that changes color 

depending on viewing angle, which helps verify 

authenticity.

	{ Holograms/Advanced foils: Advanced holographic 

techniques and foils that add visually impressive and 

security elements to documents.



 

SHIPPING6



Security in the shipping process

When sending diploma documents, these measures are taken 

to ensure the security and integrity of the documents:

	Q Document collection: All documents are collected in the 

secure environment of Royal Joh. Enschedé and never 

leave it. The documents are packaged by student and 

faculty.

	Q Transport to the educational institution: After 

packaging, the documents are sent via secure transport to 

the desired educational institution. This secure transport 

includes both the physical delivery to the location of the 

educational institution and the secure transfer via the 

online platform.

	Q Transport directly to the student: After packaging, 

the documents are delivered to the respective student 

via specialized transport. Physical delivery takes place 

after the identification of the student is established. To 

the educational institution, confirmation of transfer takes 

place through the online platform.

	Q Receipt: The shipping process is strictly regulated. The 

order is intended only for persons who have permission 

to do so. It is predetermined which persons may receive 

the documents. 

	Q Digital storage: Digitally secured copies are uploaded 

and stored in the national diploma register and/or a local 

database.



 

100% DIPLOMA SECURITY



All-in-one Diploma Support

Why choose Diploma Support?

	Q All-in-one diploma service

	Q Specially designed for higher education institutions

	Q Ease from ordering to delivery

	Q Never signing signatures again

	Q Entire logistical process secured

Tens of thousands of students graduate each year. They receive 

their diploma along with a grade list in an attractive diploma 

folder. Diploma Support facilitates this work

for examination boards of universities and colleges. With 

Diploma Support you get a convenient solution to securely 

generate, order and send all diplomas and certificates online.

Diploma Support is a product of Royal Joh. Enschedé,  

an Authentix company, in cooperation with Prindustry.  

Royal Joh. Enschedé is the specialist in the secure creation and 

production of value documents. Software partner Prindustry 

automates this entire process with all data security. This creates 

a strong partnership for Diploma Support: 100% convenience 

and still secure!

We would be happy to tell you more about the possibilities for 

your Diploma Support! Contact us for more information or a 

demo of the platform.

Contact details Diploma Support
Royal Joh. Enschedé
T: +31 (0)23-5184572

E: diplomasupport@joh-enschede.nl 

I: diplomasupport.com


